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The Chief Information Warfare Officer for the entire United States teaches you
how to protect your corporate network. This book is a training aid and reference
for intrusion detection analysts. While the authors refer to research and theory,
they focus their attention on providing practical information. The authors are
literally the most recognized names in this specialized field, with unparalleled
experience in defending our country's government and military computer
networks. New to this edition is coverage of packet dissection, IP datagram
fields, forensics, and snort filters.
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Editorial Review

Amazon.com Review
Network Intrusion Detection: An Analyst's Handbook explains some of what you need to know to prevent
unauthorized accesses of your networked computers and minimize the damage intruders can do. It
emphasizes, though, proven techniques for recognizing attacks while they're underway. Without placing too
much emphasis (or blame, for that matter) on any operating system or other software product, author Stephen
Northcutt explains ways to spot suspicious behavior and deal with it, both automatically and manually.

The case studies, large and small, are the best part of this book. Northcutt opens with a technical brief on the
methods used by Kevin Mitnick in his attack upon Tsutomu Shimomura's server. In documenting that
famous attack, Northcutt explains SYN flooding and TCP hijacking with clarity and detail: readers get a
precise picture of what Mitnick did and how Shimomura's machine reacted. A former security expert for the
U.S. Department of Defense, Northcutt explains how a system administrator would detect and defeat an
attack like Mitnick's. Another case study appears later in the book, this one in the form of a line-by-line
analysis of a .history file that shows how a bad guy with root privileges attacked a Domain Name System
(DNS) server. Reading Northcutt's analysis is like reading a play-by-play account of a football match.
Network Intrusion Detection is one of the most readable technical books around. --David Wall

Topics covered: Catching intruders in the act by recognizing the characteristics of various kinds of attacks in
real time, both manually and with the use of filters and other automated systems; techniques for identifying
security weaknesses and minimizing false security alarms.

From the Inside Flap
"The 2nd Edition of Network Intrusion Detection fortifies its position as the primary manual for front-line
intrusion detectors. One of this book's major achievements is that it succinctly and thoroughly addresses the
training needs of personnel operating sophisticated Intrusion Detection Systems. No other published volume
gives hands-on analysts the tools to separate false positives from true alerts on a daily basis.

Buy this book if your job involves intrusion detection, incident response, or computer security in general.
You will walk away wiser and better prepared to face the wiles of the Internet, and your company will
benefit from an improved security posture."

-Captain Richard Bejtlich, Intrusion Technician, Air Force Computer Emergency Response Team

"This is the ONLY book addressing effective network intrusion detection and response. The content comes
directly from daily "front-line" experience, and the material represents the best consensus from a variety of
expert practitioners. There is not a resource out there which has more relevant than this book. I am rewriting
my filters today based on what I have read." -Andy Johnston, Distributed System Manager, Office of
Information Technology, University of Maryland, Baltimore County

"I love the writing style. Conversational with just enough humor to keep it interesting. Points like "seasoned
administrators can skip this chapter" and "this point is important to understanding the rest of the chapter" are
great guides to helping the reader work their way through the material."

-Chris Brenton, Senior Research Engineer at Dartmouth's Institute for Security Technology Studies



"I was particularly impressed by the suggested presentations to managers for laying out a cost-benefit
analysis of the overall benefits of purchasing a host-based intrusion detection system and appropriate training
for analysts. Intrusion Detection Systems can be extremely costly and may seem like "money pits" to people
who do not understand the need for monitoring networks. This book would be extremely useful for anyone
wishing to approach corporate managers on both of these issues."

-John Furlong, Security Consultant

From the Back Cover

The Chief Information Warfare Officer for the entire United States teaches you how to protect your
corporate network. This book is a training aid and reference for intrusion detection analysts. While the
authors refer to research and theory, they focus their attention on providing practical information. The
authors are literally the most recognized names in this specialized field, with unparalleled experience in
defending our country's government and military computer networks. New to this edition is coverage of
packet dissection, IP datagram fields, forensics, and snort filters.

Users Review

From reader reviews:

Leticia Cantrell:

Book is usually written, printed, or descriptive for everything. You can learn everything you want by a e-
book. Book has a different type. We all know that that book is important factor to bring us around the world.
Next to that you can your reading skill was fluently. A reserve Network Intrusion Detection (3rd Edition)
will make you to be smarter. You can feel much more confidence if you can know about every thing. But
some of you think in which open or reading some sort of book make you bored. It is far from make you fun.
Why they may be thought like that? Have you seeking best book or suitable book with you?

Fidel Auxier:

This book untitled Network Intrusion Detection (3rd Edition) to be one of several books that best seller in
this year, that is because when you read this reserve you can get a lot of benefit in it. You will easily to buy
this kind of book in the book retail outlet or you can order it through online. The publisher in this book sells
the e-book too. It makes you more easily to read this book, since you can read this book in your Mobile
phone. So there is no reason to you to past this reserve from your list.

Robert Collado:

Reading can called thoughts hangout, why? Because when you are reading a book especially book entitled
Network Intrusion Detection (3rd Edition) your brain will drift away trough every dimension, wandering in
each and every aspect that maybe mysterious for but surely can be your mind friends. Imaging every single
word written in a publication then become one form conclusion and explanation which maybe you never get
just before. The Network Intrusion Detection (3rd Edition) giving you an additional experience more than
blown away your mind but also giving you useful information for your better life in this era. So now let us
show you the relaxing pattern is your body and mind will likely be pleased when you are finished examining



it, like winning an activity. Do you want to try this extraordinary spending spare time activity?

David Blackwood:

As we know that book is important thing to add our know-how for everything. By a guide we can know
everything we really wish for. A book is a list of written, printed, illustrated or blank sheet. Every year ended
up being exactly added. This book Network Intrusion Detection (3rd Edition) was filled about science. Spend
your extra time to add your knowledge about your research competence. Some people has various feel when
they reading a new book. If you know how big good thing about a book, you can experience enjoy to read a
e-book. In the modern era like now, many ways to get book that you simply wanted.
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