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Hiding Behind the Keyboard: Uncovering Covert Communication Methods with
Forensic Analysis exposes the latest electronic covert communication techniques
used by cybercriminals, along with the needed investigative methods for
identifying them. The book shows how to use the Internet for legitimate covert
communication, while giving investigators the information they need for
detecting cybercriminals who attempt to hide their true identity. Intended for
practitioners and investigators, the book offers concrete examples on how to
communicate securely, serving as an ideal reference for those who truly need
protection, as well as those who investigate cybercriminals.

Covers high-level strategies, what they can achieve, and how to implement●

them
Shows discovery and mitigation methods using examples, court cases, and●

more
Explores how social media sites and gaming technologies can be used for illicit●

communications activities
Explores the currently in-use technologies such as TAILS and TOR that help●

with keeping anonymous online
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Editorial Review

About the Author
Brett Shavers is a former law enforcement officer of a municipal police department. He has been an
investigator assigned to state and federal task forces. Besides working many specialty positions, Brett was
the first digital forensics examiner at his police department, attended over 2000 hours of forensic training
courses across the country, collected more than a few certifications along the way, and set up the
department's first digital forensics lab in a small, cluttered storage closet.

John Bair is currently employed as a detective with the Tacoma Police Department. He has been
commissioned as a law enforcement officer since May 1989. During his assignment in the homicide unit he
began specializing in Cell Phone Forensics.

In 2006 John created the current forensic lab that focuses on mobile evidence related to violent crimes. His
case experience shortly thereafter gained the attention of Mobile
Forensics Incorporated (MFI) where he was hired and spent several years serving as a contract instructor.
MFI soon merged with AccessData to become the only training vendor for their mobile forensics core. This
relationship fostered direct contact with engineers who assist in criminal cases which need anomalies and
exploits addressed within their forensics products.

John has 26 certifications related to digital evidence. The following reflect the most significant related to
mobile forensics: Mobile Forensics Certified Examiner (MFCE), Cellebrite Certified Physical Analyst
(CCPA), AccessData Certified Examiner (ACE), Cellebrite Mobile Forensics Fundamentals (CMFF),
AccessData Mobile Examiner (AME), and Cellebrite Certified Instructor (CCI).

Users Review

From reader reviews:

Edgar Foley:

What do you concerning book? It is not important along? Or just adding material if you want something to
explain what you problem? How about your spare time? Or are you busy particular person? If you don't have
spare time to do others business, it is make one feel bored faster. And you have extra time? What did you do?
Every person has many questions above. They must answer that question due to the fact just their can do this.
It said that about book. Book is familiar on every person. Yes, it is right. Because start from on kindergarten
until university need this kind of Hiding Behind the Keyboard: Uncovering Covert Communication Methods
with Forensic Analysis to read.

Syble Mills:

Reading can called head hangout, why? Because if you find yourself reading a book particularly book
entitled Hiding Behind the Keyboard: Uncovering Covert Communication Methods with Forensic Analysis
your thoughts will drift away trough every dimension, wandering in most aspect that maybe unfamiliar for



but surely can become your mind friends. Imaging each word written in a e-book then become one form
conclusion and explanation which maybe you never get just before. The Hiding Behind the Keyboard:
Uncovering Covert Communication Methods with Forensic Analysis giving you another experience more
than blown away your thoughts but also giving you useful details for your better life in this particular era. So
now let us show you the relaxing pattern at this point is your body and mind are going to be pleased when
you are finished studying it, like winning a sport. Do you want to try this extraordinary shelling out spare
time activity?

Ralph Rodriguez:

You can spend your free time to see this book this publication. This Hiding Behind the Keyboard:
Uncovering Covert Communication Methods with Forensic Analysis is simple bringing you can read it in the
park your car, in the beach, train and soon. If you did not have got much space to bring the actual printed
book, you can buy often the e-book. It is make you easier to read it. You can save the particular book in your
smart phone. Therefore there are a lot of benefits that you will get when you buy this book.

Randolph Urban:

A lot of publication has printed but it is unique. You can get it by internet on social media. You can choose
the best book for you, science, comedy, novel, or whatever simply by searching from it. It is referred to as of
book Hiding Behind the Keyboard: Uncovering Covert Communication Methods with Forensic Analysis.
Contain your knowledge by it. Without leaving the printed book, it can add your knowledge and make
anyone happier to read. It is most significant that, you must aware about reserve. It can bring you from one
destination to other place.
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